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 What is Honeypot & Honeynet

 Types of Honeypot

 Deploy Honeypot

 How scenario of Honeypot?

 Honeypot Tools

 Example/use case

 Benefit of Honeypot

Credits: Mr. Adli Wahid

(APNIC Community Honeynet Project) 

for the some of the contests of 

this slide. adli@apnic.net
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How can we defend 
against an enemy, when 
we don’t even know who 
the enemy is?
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what is

?
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• A honeypot is a system or software 
designed to mimic a real system or 
network, but actually serves only as a 
trap for attackers. 

• Its purpose is to attract the attention 
of attackers, learn their attack 
methods, and gather information that can 
be used to improve the security of the 
real system.
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is a decoy network that contains 
more of honeypots.
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Low & Medium Interaction Honeypot:

• Emulate the behavior of a more limited system. Typically used to detect more 
general attacks without exposing too much detail information's.

• Easier to deploy, configure and requires less maintenance.

Example: Emulate SSH (22) / Telnet (23) Service and wait for connection

High Interaction Honeypot:

• Type of honeypot that simulates many aspects of a real operating system and 
applications.

• Allows for deep interaction with the attacker.

• Tends to be more difficult to set up and requires more intensive 
maintenance.

Example: Setup a real system with services enabled
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Attacker

Attack
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Category Name Feature / Purpose

SSH
Cowrie SSH and Telnet Honeypot designed to log brute force attacks.

Kippo SSH Honeypot designed to log brute force attacks.

Database
mysql-honeypotd low interaction MySQL honeypot written in C.

ElasticPot an Elasticsearch Honeypot.

Web

Glastopf Web Application Honeypot.

Wordpot WordPress Honeypot.

Drupo Drupal Honeypot.

Service
DDospot

NTP, DNS, SSDP, Chargen and generic UDP-based 
amplification DDoS honeypot.

Dionaea using libemu to detect shell codes (ftp, http, mssql, mysql).

11https://github.com/paralax/awesome-honeypots



Category Name Feature / Purpose

Honeypot 
deployment

Community Honey Network
deployments honeypots and honeypot management 
tools.

Modern Honey Network Multi-snort and honeypot sensor management

T-Pot
is the all in one, optionally distributed, multi arch 
(amd64, arm64) honeypot platform, supporting 20+ 
honeypots.

Community Honey Network
deployments honeypots and honeypot management 
tools.

USB Ghost for malware that propagates via USB storage devices.

Server Amun
Vulnerability emulation honeypot.

Honeytokens CanaryTokens
Self-host able honey token generator and reporting 
dashboard.

12https://github.com/paralax/awesome-honeypots



13Source: APNIC Community Honeynet Project - Kibana Dashboard
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o Early Detection:

Honeypot can detect attacks before they reach the actual system.

o Attacker Behavior:

Allows in-depth analysis of attacker attack methods and tactics.

o Information Gathering:

Provides valuable data about security threats that can be used to improve 
overall security.

o Education and Training:

Honeypot can be used to train and educate security personnel about 
possible attacks.
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