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Securing and Future-Proofing

To address IPv4 exhaustion and enhance routing security, some (case
study) has implemented IPv6 and Resource Public Key Infrastructure
(RPKI). This presentation outlines the practical approach and architecture.

Why RPKI? Why IPv6?

A security framework that prevents | Provide virtually limitless pool of IP
route hijacking and other BGP addresses, ensuring long-term
attack by cryptographically verifying | network growth, innovation and
the association between an IP connectivity for new devices and

address block and an Autonomous services.

System (AS).




RPKI Implementation

Architecture

— Two RPKI cache server deployed for redundancy

— Software: Routinator installed on Ubuntu

— Function: Validate BGP announcements from IP Transit providers.
— Integration: RPKI-to-Router (RTR) used to communicate with

gateway routers
RTR Protocol -
>

Gateway Router

Routinator Server

Accepted (Valid)

Dropped (Invalid)
= | Unknown

mm Green
B Red
mm Unknown




RPKI Implementation

Routinator Server (Ubuntu)
— Installation

B onflguratlon (/path/to/routinator.conf)

— Fire-Up the Routinator




RPKI Implementation

Routinator Server (Ubuntu)
— Allowed TCP port for RTR and HTTP-custom-port

— Verify with netstat




RPKI Implementation

Routinator Client (Cisco |10S)
— Configuration

— Validation




RPKI Implementation

Routinator Client (Cisco |10S)
— Apply to the inbound updates




RPKI Verification

Routinator Server
— http://[your_validator_v4/v6 IP]:8323

R;”ﬁUTINATOR Prefix Check  Metrics  Repositories ~ Connections

VALIDATION
Results for 180.189.160.0/20 - AS38077

Prefix or IP Address (optional)

180.189.160.0/20
At least one VRP Matches the Route Prefix

Origin ASN (optional)

Prefix
38077
180.189.160.0/20
I \SN

ASN Lookup @ Prefix
Validate Prefixes for ASN found in BGP 180.189.160.0/20
Origin ASN Validation Source @ 180.189.160.0/20
@® Longest Matching Prefix 180.189.160.0/20

Exact Match only
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Max Length

24

Max Length
24
24

24

ASN

AS38077

ASN

AS2914

AS151605

AS153183



RPKI Verification

Routinator client (Cisco 10S)
— RTR Session

— RPKI Cache

— Validation




IPv6 Transition: 464XLAT Model

The adoption of 464XLAT transition mechanism is to provide seamless
access to IPv4 internet for IPv6-Only clients. It involves a Provider-Side
Translation (PLAT) and a Customer-Side Translation (CLAT).

PLAT: NAT64

A cisco router performs
stateful NAT between IPv6
and IPv4, allowing the IPv6
clients to reach IPv4
servers.

IPV.-}alPV.
IPv4

IPV6

PLAT: DNS64

Ubuntu servers running
BINDS synthesize IPv6
(AAA) records for
domains that only have
IPv4 (A) records

PR A

CLAT

A MikroTik router with
OpenWrt firmware
perform stateless
translation, enabling IPv4-
only applications on
client’s device to work.
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464 XLAT Implementation

Architecture
— Cisco router as NAT64
— Two DNS64 server deployed for redundancy
— BIND9 installed on Ubuntu
— MikroTik with OpenWrt firmware installed for CLAT on CPE




464 XLAT Implementation

PLAT: NAT64 (Cisco 10S)

— NAT64 Configuration




464 XLAT Implementation

PLAT: NAT64 (Cisco 10S)

— IPv6 DHCP prefix delegation




464 XLAT Implementation

PLAT: NAT64 (Cisco 10S)
— Apply prefix delegation and NAT64 to interface facing v6Customer

— Enable NAT64 on interface facing Internet




464 XLAT Implementation

PLAT: DNS64 (BIND9 on Ubuntu)
— Configuration (/path/to/named.conf.options)




464 XLAT Implementation

CLAT (MikroTik with OpenWrt firmware)
— Configuration (/path/to/network)




464 XLAT Verification

CLAT (MikroTik with OpenWrt firmware)
— Pinging 1.1.1.1 and 8.8.8.8

root@MikroTip:~# ping 1.1.1.1 -c 3

PING 1.1.1.1 (1.1.1.1): 56 data bytes

64 bytes from 1.1.1.1: seq=0 tt1=54 time=51.628 ms
64 bytes from 1.1.1.1: seqg=1 ttl1=54 time=53.457 ms
64 bytes from 1.1.1.1: seq=2 ttl1=54 time=51.403 ms

--- 1.1.1.1 ping statistics ---

3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 51.403/51.998/53.457 ms
root@root@mikroTip:~# ping 8.8.8.8 -c 3

PING 8.8.8.8 (8.8.8.8): 56 data bytes

64 bytes from 8.8.8.8: seq=0 tt1=118 time=58.267 ms

64 bytes from 8.8.8.8: seq=1 tt1=118 time=57.924 ms

64 bytes from 8.8.8.8: seq=2 tt1=118 time=58.002 ms

--- 8.8.8.8 ping statistics ---
3 packets transmitted, 3 packets received, 0% packet loss
round-trip min/avg/max = 57.766/57.989/58.267 ms
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464XLAT Verification

CLAT (MikroTik with OpenWrt firmware)
— DNS query to server with only IPv4 address (www.mj.gov.tl)




464XLAT Verification

CLAT (MikroTik with OpenWrt firmware)




464XLAT Verification

PLAT Side
— NAT64 (Cisco 0S)

— DNS64 (BIND9 o




RPKI: Where are we now?

Ba ROA coverage for Timor Leste TL
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IPv6: Where are we now?

Ba IPv6 deployment for Timor Leste TL

Capable Preferred
2.6 % 25%
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Reference Links

Routinator

— NLnetLabs/routinator: An RPKI Validator -
https://github.com/NLnetLabs/routinator

RPKI
— APNIC Academy - https://academy.apnic.net/en/webinar-courses/rpki-
deployment
464 XLAT
— NANOG 61 -

https://archive.nanog.org/sites/default/files/wednesday general_byrne_brea
kingfree_11.pdf

— APNIC40 -
https://conference.apnic.net/data/40/20150903 apnic40_464xlat_tutorial _ma
watari_1441333278.pdf

— LACNIC 32 - https://www.lacnic.net/innovaportal/file/4016/1/464xlat-nat64-
deployment-guidelines-v2.pdf




Thank You!
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